NupopMmanoHHas MaAMATKA J1JI 00yYarOIMXCs

C KaXIIbIM TOJIOM MOJIOJIC)KH B MHTEPHETE CTAHOBUTBHCS OOJIBIIE, a IIKOJIBHUKH OJTHU U3
CaMbIX AKTUBHBIX ITOJb30BaTenel PyHera. Mexay TeM, MOMHMO OrPOMHOIO KOJIMYECTBA
BO3MOKHOCTEH, HHTEPHET HECET W MpOoOJIeMbl. DTa MaMsTKa JIOJDKHA TOMOYh TeOe 0e30MmacHo
HaXOJUTHCS B CETH.

Komnviomepnvie supycoi

KoMmnbrorepHslii  BUPYC — 3TO  Pa3HOBMJIHOCTb  KOMIIBIOTEPHBIX  IPOTPAMM,
OTJIMYUTEIILHOM OCOOCHHOCTBIO KOTOPOW SIBJISIETCSI CIIOCOOHOCTh K  pa3MHOXeHHIo. B
JIOTIOJTHEHHE K 3TOMY, BUPYCHI MOTYT MOBPEIHMTH WM TOJHOCTBIO YHHUYTOXUTH BCE (ailiibl U
JaHHbIE, MOJKOHTPOJbHBIC MOJIb30BATENI0, OT UMEHH KOTOPOro Oblia 3amylleHa 3apaxEHHas
IporpaMma, a TakKe MOBPEIUTh WM AK€ YHUUYTOXKHUTb ONEPALMOHHYIO CHUCTEMY CO BCEMH
daitnamu B 11enoM. B 60IBIIMHCTBE CITy4aeB pacpOCTPaHAIOTCS BUPYCHI Uepe3 HHTEPHET.

MeTobl 3a1IUTEl OT BPEJOHOCHBIX IPOTpaMM:

1. Hcnonb3yii cOBpeMEHHbIE ONEPALMOHHBIE CUCTEMBI, UMEIOLUE CEPbE3HBI YPOBEHD
3aLUTBI OT BPEAOHOCHBIX IIPOTrPaMM;

2. TlocrostHHO ycTraHaBnMBai mauTH (IU(POBBIC 3aIUIATKH, KOTOPHIE aBTOMATHYECKH
YCTaHABJIMBAIOTCS C LIEJIbI0 JOPAOTKH IMPOrpamMMbl) U Jpyrue OOHOBJIEHMS CBOEH
OTIepaIMOHHOM cucTeMbl. CKauMBail X TOJBKO ¢ OQHUIIMAIILHOTO caiiTa pa3padoTynka
OC. Ecnu cymiecTByeT peKUM aBTOMAaTHYE€CKOTO OOHOBIIEHUS, BKIIIOYH €T0;

3. Paboraii Ha cBOeM KOMITBIOTEPE MO PaBaMH IOJIb30BATENs, a HE aIMHUHHUCTPATOPA.
OTO HE MO3BOJIUT OOJBLUIMHCTBY BPEAOHOCHBIX IMPOrpaMM HHCTAJIIMPOBATHCS Ha
TBOEM MEPCOHATILHOM KOMITbIOTEPE;

4. Hcnonb3yil aHTUBUPYCHBIE NMPOTPAaMMHBIE MTPOAYKTHI U3BECTHBIX MPOU3BOIUTENCH, C

aBTOMaTHYECKUM OOHOBIIEHHEM 0a3;

Orpannyb pu3HUecKuil TOCTYI K KOMIBIOTEPY ISl TOCTOPOHHUX JIUII;

6. Hcnonp3yii BHEIIHME HOCUTENN HH(DOpMAINK, Takue Kak (hiemka, TMcK win (air u3
UHTEPHETA, TOJIbKO U3 MPO(EepeHHBIX HCTOUHUKOB;

7. He oTkppiBail KOMIbIOTEpHbIE (ailsibl, MOJyYEeHHbIE U3 HEHAIEXKHBIX HMCTOYHHKOB.
Haxe T1e (ailnbl, KOTOpble Hpuciad TBOW 3HAaKOMbIM. Jlywmie yTrouHu y Hero,
OTIIPaBJIsUI JIU OH Te0e HX.

o

Cemu WI-FI

Wi-Fi - 370 He BU/ Mepeaadn JaHHBIX, HE TEXHOJOTHSI, a BCETO JIMIIL OpeH 1, Mapka. Ere
B 1991 rony Huzpepnanjackas xommanus 3apeructpupoBaia opens « WECAy, uro o6o3Hadano
cinoBocodetanue «Wireless Fidelity», KOTOpbIi TepeBOAUTCS KaK «OECIIPOBOIHAS TOYHOCTDY.

Jlo Hamiero BpeMeHM JoluIa jApyras aOOpeBuaTypa, KoTopas SBISETCS TaKOH XKe
TexHoyoruei. 9to abopeBuarypa «Wi-Fi». Takoe Ha3BaHue ObUIO 1aHO C HAMEKOM Ha CTaHIApPT
BbICIINM 3ByKOBOM TexHuKkH Hi-Fi, uTo B mepeBosie 03HaUaeT «BBICOKAsI TOUHOCTHY.

Ja, GecriaTHBIA MHTEPHET-IOCTYN B Kade, OTeNsIX U a’3poropTax SBISETCS OTIUYHON
BO3MOXKHOCTBIO BbIX0/1a B MHTepHET. Ho MHOTHE AKCHepThl CYMTAIOT, YTO 001IeocTynHbe Wi-

Fi cetn He aBisroTcst O€30MaCHBIMU.

Cogertsl 110 6e30macHOCTH paboTe B 00IIe 0CTYMHBIX ceTsax Wi-fi:
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He mepenaBaii cBoro nuuHyro wHboOpMamuio uepe3 odOmenoctymusie Wi-Fi cern.
PaGoras B HuUX, XKelnaTeIbHO HE BBOJAUTH IMAPOJU JOCTYIA, JIOTUHBI M KaKHE-TO
HOMeEpa;

Hcnonp3yit 1 0OHOBIISAH aHTUBUPYCHBIE MPOTpaMMBbl M Opanamayep. Tem caMbIM Th
oOe3omnacuilb cedst OT 3aKaYyKy BUpYyca Ha TBOE YCTPOMCTBO;

[Ipu ucnonb3oBanun Wi-Fi otkmoun ¢ynkmuio «OOmmii noctyn kx daitnam u
npuHTepam». JlaHHas QyHKIMS 3aKpbiTa 1O YMOJYAHUIO, OIHAKO HEKOTOpbIE
MOJIb30BATEIIN aKTUBUPYIOT €€ ISl yA00CTBa UCIIONIBb30BaHus B paboTe mim yueoe;

He ucnonw3yit myonuunsii WI-FI ayis mepenaym MWYHBIX JTaHHBIX, HAPUMEp IS
BBIX0/Ia B COI[MATILHBIC CETU UITU B JIEKTPOHHYIO MOYTY;

Hnonp3yit Tonbko 3anuuieHHoe coenunenue yepe3 HTTPS, a nwe HTTP, T.e. npu
Habope BeO-aapeca BBOAM UMEHHO «https://»;

B wmoOmneHoM Tenmedone orkiaroun  pynkuuio  «llogkimrouenune k- Wi-Fi
aBToMarudeckn». He nomyckail aBTOMaTHYECKOr 0 MOAKIFOUEHUST YCTPOMCTBA K CETAM
Wi-Fi 6e3 TBoero coriacusi.

COZ/;MClﬂbele cemu

ConuanbHble CETH aKTUBHO BXOST B HAIly XH3Hb, MHOTHE JIIOAU PabOTalOT U KUBYT
TaM IMOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH MUIUTMAP]] YEIOBEK, YTO SBISIETCS OJHOMN
CeIbMOM BceX JKHMTeNell IiaHeThl. MHOTHE MOJb30BaTelid HE MOHHMAIOT, YTO HH(OpMAIlus,
pa3MelIeHHass UMM B COITMATIBHBIX CETSIX, MOXKET OBbITh HaWJIeHA M MCIIOJIb30BaHA KEM YTOIHO, B
TOM YHUCJIEe HE 0053aTeNbHO ¢ OJIaTMMH HAMEPEHHSIMH.

OCHOBHBIE COBETHI IO 0€30MaCHOCTH B COLIMaJIBHBIX CCTAX:

1.

2.

Orpanuub cHoucok Jpy3ed. Y TeOsi B ApPY3bAX HE JODKHO OBITh CIIy4alHbIX H
HE3HAKOMBIX JIIOJEH;

3amumniail cBol0 4YacTHYIO *u3Hb. He ykaspiBail maponu, TeneQoHsbl, anpeca, HaTy
TBOETO POXKACHUSA U JAPYryl0 JUYHYI0 HHPOPMALHUIO. 3MO0YMBIIIJICHHUKH MOTYT
HCIIOJIb30BaTh Jake MH(OpPMAalMIO O TOM, KaK Thl U TBOU POAMTENH IJIAHUPYETE
MPOBECTU KAHUKYJIbI;

3amuinai CBOI penyTaluio - IEP>KH €€ B YUCTOTE U 3aJiaBail cebe BOMpOcC: XOTeN Obl
ThbI, 4TOOBI Apyrye MOJb30BAaTEeIN BUIEIH, YTO ThI 3arpyxaeus? [logymaii, mpexmae
4YeM YTO-TO OIyOJIMKOBATh, HAIIMCATh U 3arpy3UTh;

Ecnu THI rOBOpHILB € JIIOJBbMH, KOTOPBIX HE 3HACHIb, HE UCIOJbL3YH CBOE pEalbHOE
UMs U JIpYTyl0 JUYHYI0 HMHGOpMAlUMU: HMs, MECTO XHUTEIbCTBA, MECTO Y4eObl U
poyee;

N3zberait pazmenienus dpotorpaduit B aTepHere, rie Thl M300pakeH Ha MECTHOCTH,
10 KOTOPOH MOYXHO ONPEAEINUTh TBOE MECTOIIOIOKEHHUE;

[Ipu perucrpanuu B COIMAIBLHON CETH HEOOXOIMMO HCIIOIb30BAThH CIOXKHBIE MTAPOIIH,
cocTosIre U3 OyKB U IU(P U ¢ KOTUIECTBOM 3HAKOB HE MEHEe §;

JIst conManbHOM CeTH, MOYTHl U JAPYTUX CAUTOB HEOOXOJIMMO HCIOJIb30BATh Pa3HBIC
naposii. Toraa eciau TeOs B3IOMAIOT, TO 3J0YMBIIIJIEHHUKH TOIXY4YaT JOCTYI TOJIBKO
K OJJTHOMY MECTY, a HE BO BCE Cpasy.

DnekmponHvle OeHbU

DOJNEeKTPOHHBIE JE€HBIM — 3TO OY€Hb yJOOHBIN CHOCOO IIaTeXel, OTHAKO CYILIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU ACHBIU.

DNEeKTPOHHBIE JEHbIU MOSBUIUCH COBCEM HENAaBHO M MMEHHO M3-3a 3TOI0 BO MHOT'HX
rocyiapcTBax 0 CUX IMOp He MPOMUCAHO PO HUX B 3aKOHAX.
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B Poccun xe oHM (YHKIMOHHPYIOT M O HHMX YK€ INpONHCAHO B 3aKOHE, Te HUX
pasfeiAloT Ha HECKOJIbKO BHUAOB — AHOHMMHBIE M HE aHOHUMHbIE. PasHuMnma B TOM, 4TO
AQHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peuiaeTcss MPOBOJUTH orepanuu 0e3 HIeHTH(PUKAIUU
[0JIb30BATENs, @ B HEAHOHUMHBIX WIACHTU(DUKALIMY [10JIb30BaTENs SABIsAETCS 00543aTENbHOM.

Taxxke cieqyer paznuyarh 3JEKTPOHHBbIE (UATHBIE JEHBIU (PaBHBI TOCYAApCTBEHHBIM
BAJIIOTaM) U DJIEKTPOHHBIE He(hUATHBIE IEHBTU (HE paBHBI TOCYIAPCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 0 6€30MaCHOM paboTe ¢ IEKTPOHHBIMH JICHbIaMHU:

1. TlpuBsxu K cyeTy MOOWUIIBHBIN TenedoH. DTO caMmblii YIOOHBIH M OBICTPBIA CIIOCOO
BOCCTAHOBUTH JOCTYH K cueTy. lIpuBsi3anHbIli TenedOH MOMOXKET, eciau 3al0yelb
CBOH IUIATEKHBIN NAPOJIb WM 3aliIe1Ib HA CAlT C HE3HAKOMOI'O YCTPOMCTBA;

2. Vcmonp3yii omHopaszoBble mapoiu. Ilocnme mepexoma Ha yCHICHHYIO aBTOPU3AIMIO
Tebe yxe He OyJeT YyrpoKaTh OMACHOCTh KPaXKu WIIM MIepexBaTa IMIATEKHOTO MapoJis;

3. BwiGepu cioxsbiii mapoib. [Ipectymamkam OyneT HE MPOCTO yraaath CIIOKHBIN
napoJib. HaziesxHpie napoiim — 3TO mapoiu, KOTOPbIE COJIepKaT HE MEHEe 8 3HAKOB U
BKJIFOYAIOT B c€0sl CTPOYHBIC U MPOMUCHBIC OYKBBI, TU(PHI U HECKOJIBKO CHMBOJIOB,
TaKWe KaK 3HaK Jouiapa, pyHTa, BOCKIHMIIATENIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOJM CBOM JIMYHBIC JAHHBIC HA CaliTax, KOTOPHIM HE I0BEPSCIIb.

afleKmPOHHafl nouma

DneKTpOHHAs OoYTa — 3TO TEXHOJIOTHUS U MPEJOCTABISIEMbIE €10 YCIYTH IO MEPECHUIKE U
MOJTYYEHUIO AJIEKTPOHHBIX COOOIICHHI, KOTOpBIE pACIpPEAENsIOTCS B KOMIIBIOTEPHOW CEeTH.
O6bruHO ANEKTPOHHBIN IIOYTOBBIN SIIIAK BBITJISTAT CJIEIYIOLUM oOpa3zom:
UMs_TONIb30BaTEeNA(@UMsL_JoMeHa. Takke KpoMme Iepefjaud MpoCcTOro TEKCTa, HMEeTcs
BO3MOXKHOCTb TepeaaBaTh (paisibl.

OcHOBHBIE COBETHI IO 0€30MacHO padoTe ¢ MNEKTPOHHON TOUTOM:

1. Hano BeIOpaTh NMpaBUIIbHBIN OYTOBBIN cepBUC. B HHTEpHETE €cTh OrPOMHBIN BHIOOD
OecIIaTHBIX MMOYTOBBIX CEPBUCOB, OJIHAKO JIyUllle JOBEPATh TEM, KOTO 3HACIIb U KTO
IIEPBBII B PEUTHUHTE;

2. He ykaspiBaii B TUYHOW mouTe THYHYIO nH(popMmanmioo. Hampumep, nydme BIOpaTh
«My3BIKaJIbHBIN _(panaT@» miu «pok2013» BMecTo «remal3»,

3. Hcmonp3yii MIByXdTATHYIO aBTOPU3AIMIO. DTO KOTJa TTIOMUMO TIapOoJIsi HY)KHO BBOJIUTH
KOJI, IpHChLIaeMbIil mo SMS;

4. BpiOepu cinoXXHBIM Mapoib. s KaXIoro mo4roBOro siuKa JOJIKEH OBITh CBOM
HAJICKHBIN, YCTOWUMBBIN K B3JIOMY I1apOJIb;

5. Ecnmm ectb BO3MOXXHOCTH HANKMCAaTh CAMOMY CBOW JIMYHBIM BOIPOC, MCTOIB3YH ATy
BO3MOKHOCTB;

6. Hcnonp3yld HECKOJBKO TOYTOBBIX SIIIUKOB. [IepBEIA Ui YacTHON IEPErrcKu C
ajpecaTaMM, KOTOPbIM Tbl JOBEpsACLIb. OJTO DJJIEKTPOHHBIA aJpec HE Haao
MCIOJIb30BaTh MIPU PErUCTpalUU Ha GOopyMax U caiTax;

7. He otkpbiBail (ailnbl U Ipyrue BIOKEHHUS B MUCbMAax JaXe €CIM OHM HPUILTH OT
TBOUX Jpy3ei. Jlydllle yrouHU y HUX, OTHPABIISIIN JIU OHU TeOe AT (ailibl;

8. Ilocne okoHuaHusi pabOTHI Ha MOYTOBOM CEPBHCE IEpe]] 3aKPBITUEM BKJIAJIKU C
caifToM He 3a0yab HaXKaTh Ha «BpIiT».
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Kubepbynnune unu eupmyanvroe uzoesamenbcmeo

KubepOymnmuHr — mpecieoBaHUE COOOIICHHSIMH, COJIEPXKAIIUMH  OCKOPOJICHUS,
arpeccHio, 3aryruBaHue; XYJIUTaHCTBO; COIHAIbHOC OOWKOTHPOBAHUE C TMOMOIIBIO PA3THYHBIX
UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 60pbOE ¢ KUOEPOYIITUHTOM:

1. He Opocaiics B 60i. JIyummii cioco0: mOCOBETOBATHCS KaK ceOsl BECTHU M, €CIU HET

TOr0, K KOMY MOXXHO OOpaTHThCS, TO BHa4alle YCIIOKOMTbCA. Eciau Thl HauHeIb

OTBEYATh OCKOPOJICHUSIMM Ha OCKOPOJEHMs, TO TOJBKO €Ile OOJIbLIE Pa30XIKelllb

KOH(JIUKT;

VYrpasnsii cBoelt kubeppemnyranuei;

3. AHOHUMHOCTH B ceTd MHHUMas. CyIIecTBYIOT CHOCOOBI BBISICHHTb, KTO CTOMT 3a
AHOHUMHBIM aKKayHTOM;

4. He crout BecTH XyJaUTraHCKUK 00pa3 BUPTyanbHOH ku3HU. VIHTEpHET PuKcHUpyeT Bce

TBOM JICHCTBUS U COXpaHAET UX. Y JaUTh UX OyJeT KpaiHe 3aTpyAHUTENIBHO;

Cobunronait cBOI BUPTYaJIbHYIO YECTh CMOJIOAY;

6. Urhopupyil enuHuuHbli HeraTtuB. OJIHOpa30Bble OCKOPOUTENbHBIE COOOLICHUS
Jy4iie urHopupoBaTh. OOBIUHO arpeccusi NPEeKpalaeTcsl Ha HaYaJIbHOM CTaauM;

7. ban arpeccopa. B nporpaMMax oOMeHa MTHOBEHHBIMU COOOLIEHUSMH, B COLIUATIBHBIX
CeTSIX €CTb BO3MOYKHOCTH OJIOKUPOBKHM OTIPABKU COOOIIEHUI C ONpeesIeHHbIX
aJIpecoB;

8. Ecim T1B1 cBuperens kubOepOymimHra. TBou JEHCTBHA: BBICTYIUTH IPOTHB
npecienoBarens, I0Ka3aTh €My, YTO €ro JeHCTBHMsS OLEHUBAIOTCS HETaTUBHO,
MOJAJEPKAaTh KEPTBY, KOTOPOM HYXKHaA IICHUXOJIOTMYECKas IOMOIlb, COOOIIMTH
B3pOCIBIM O (haKTe arpecCUBHOIO MOBEACHUS B CETH.

no

o

Mobunvuwiii menegon

CoBpemenHble cMapThOHBI U IUIAHIIETHI COAEpPKAT B ceOe BIIOJHE B3POCIHbIN
(GyHKIHMOHAT, W TeMeph OHM MOTYT KOHKYPHUPOBAaTh CO CTAllMOHAPHBIMH KOMITBIOTEPAMHU.
OpnHako, CpeACTB 3alIUTHI 7S TOJAOOHBIX YCTPOWCTB MOKAa OYeHb Majio. TecTupoBaHUE U TIOUCK
yS3BUMOCTEN B HUX MPOUCXOJUT HE TaK MHTEHCUBHO, Kak s IIK, To ke camoe kacaercs u
MOOUITBHBIX MPUIOKEHHH.

CoBpemeHHbIE MOOMIIbHBIE Opay3ephl YK€ MPAaKTUYECKH JOTHAIM HACTOJbHBIE aHAJOTH,
OJIHAKO paciMpeHue (yHKIHOHAJIA BIJIEYET 3a CO0O0M OOJBIIYyI0 CIO0XHOCTH U MEHBIIYIO
3aIUIIICHHOCTb.

Jlameko He Bce MPOU3BOIUTENN BBHIMYCKAIOT OOHOBJICHHSI, 3aKPHIBAIONINE KPUTUUECKUE
YSI3BUMOCTH JJISI CBOUX YCTPOWCTB.

OcHOBHBIE COBETHI JJ1s1 0€30MacCHOCTH MOOMIIHLHOTO Tele(oHa:

1. Hwuuero He sBiseTcs mo-Hacrosimemy OecriaTHbIM. Bynb ocTopokeH, Beab Korja
Tebe mpeasaraloT OECIUIATHBIN KOHTEHT, B HEM MOTYT OBbIThb CKpBITHl KaKHE-TO
IUIaTHBIE YCIIYTH;

2. Jymaii, npexne 4yem oTrpaButh SMS, ¢oTo wim Bunaeo. Thl TOYHO 3HACIIB, T/I€ OHH

OyayT B KOHEUHOM UTOTEe?

Heo0xo1nMo 0GHOBIIATE ONEPAIMOHHYIO CUCTEMY TBOET0 cMapTdhoHa;

4. Vcnonb3yii aHTUBHPYCHBIE TIPOTPAMMBI I MOOMIIBHBIX TeIe()OHOB;

w
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5. He 3arpykait npuiaoKeHus: OT HEM3BECTHOTO UCTOYHHKA, BEJIb OHU MOTYT COJIEPKATh
BPEIOHOCHOE MPOrpaMMHOE 00ecTIeYeHNE;

6. Ilocne Toro kak ThI BBIAJCIIL C CaliTa, Tlle BBOJIWI JHYHYIO WH(POPMAIIHIO, 3alH B

HACTpOIKu Opay3epa u ynanu cookies;

[eprnonuvecku npoBepsiii KaKue IUIATHBIC YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. MaBaii cBOii HOMEp MOOMJIBHOTO Tene(OHA TOIBKO JIOJSAM, KOTOPHIX ThI 3HACHIb M
KOMY JIOBEPsICIIIb;

9. Bluetooth momkeH OBITH BBIKJIIIOYEH, KOTJIa THI UM HE MONb3yembes. He 3a0biBait
WHOT/Ia TIPOBEPSTH ITO.

~

Online uepot

CoBpeMEHHBIE OHJIAMH-UIPBI — 3TO KPACOYHBIE, 3aXBaTbIBAIOLIME pPAa3BICUYCHUS,
00BEAMHSIONINE COTHU ThICAY YEJIOBEK 110 BceMy Mupy. Urpoku uccienyroT JaHHBIA UM MHUP,
00IIal0TCs IPYT € APYIOM, BBIIOJHSIOT 3a/laHMsl, CPAXKAIOTCA C MOHCTPAMHU U MOJIYYalOT OIBIT.
3a yIOBOJBCTBUE OHU IUIATAT: MOKYNAlOT AMCK, OIJIAYMBAIOT a0OHEMEHT WM NPUOOPETAIOT
KAaKHe-TO OILIUH.

Bce atu cpenctBa uMIyT Ha MOJJAEpKAHME M Pa3BUTHUE WIPHl, a TaKXkKe Ha caMmy
0€30MacHOCTh: COBEPIIEHCTBYIOTCSI CHUCTEMBl aBTOPU3AIIMH, BBITYCKAIOTCS HOBBIC MATYH
(undpoBbIe 3aMIaTKU AJISl IPOrpaMM ), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HO,Z[O6HBIX HUrpax CTOHUT OIlIaCaTbCAd HC CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO KpPaxKH
TBOCTO IMapoJjid, Ha KOTOPOM OCHOBaHa CUCTEMA aBTOPU3aAlIUU OOJIBIIMHCTBA urp.

OcHOBHBIE COBETHI 110 0€3011aCHOCTH TBOETO UTPOBOT'0 aKKAyHTa:

1. Ecnu npyroit Urpok BeaeT cedst II0Xo WK co3AaeT Te0e HENPUATHOCTH, 3a0JI0KUpYH
€ro B CIIMCKE UTPOKOB;

[loxxamylics agMUHUCTpAaTOpaM UIPbl Ha IIOXO€ IOBEJEHHE 3TOr0 WIpoOKa,
KeJlaTeIbHO MPUIIOKUTH KaKHe-TO I0Ka3aTelbCTBA B BUJIE CKPUHOB;

He yka3bIBaii muunyto nHpopmanuio B mpodaiisie urpsr;

VYBaxkail Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii Heo(uiuaabHble MaTYH U MOJIBI;

Hcnons3yi cllokKHBIE U pa3HbIE TAPOJIH;

Jlasxxe BO BpeMsi MI'Pbl HE CTOMT OTKJIIOYaTh aHTUBHpYc. [loka TeI urpaems, TBOM
KOMIIBIOTEP MOT'YT 3apa3uTh.

N

Noohkow

Duwiune unu Kpaosica TU4HblX OaHHbBIX

OOBIUHON Kpakel JCHET W JIOKYMEHTOB CETOIHS YK€ HUKOro He yAuBUfIb, HO C
Pa3BUTHEM HMHTEPHET-TEXHOJIOTUHA  3JIOYMBILUICHHUKH I[EPEMECTHIMCh B  HMHTEPHET, U
MIPOJIOJDKAIOT 3aHUMATHCSI «JTFOOUMBIMY) JIETIOM.

Tak mosiBUSIach HOBas yrpo3a: WHTEPHET-MOIIEHHUYECTBA WM (DUIIUHT, TJaBHAs LIEJb
KOTOPOT'O COCTOMT B TNOJIyY€HUH KOH(UICHIMAIBHBIX JAHHBIX IOJIb30BaTeNeil — JIOTUHOB U
naposieil. Ha anrnuiickom s3bike phishing untaercs kak gumunr (ot fishing — preibHas noBi,
password — mapoJis).

OcHOBHBIE COBETHI 10 O0pbOE ¢ PUIIUHTOM:

1. Cnemm 3a cBouM akkayHTOM. Ecim THI momo3peBaemib, 4TO TBOS aHKeTa OblLia
B3JIOMaHa, TO HEOOXOAWMO 3a0JIOKMPOBaTh €€ M COOOLIUTH AAMHHUCTPATOPaM
pecypca 00 3TOM KaK MOKHO CKODEE;
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2. Hcnonp3yit Oe3omacHble BeO-CaliThl, B TOM YHCIE, HHTEPHET-MAara3uHOB W
ITIOMCKOBBIX CUCTEM;

3. Hcnonb3yii crnokHble U pa3Hble mapoiu. TakuM oOpazom, eciid Te0si B3IOMAIOT, TO
3TIOYMBIIIJICHHUKH TIOJIy4aT JOCTYI TOJIBKO K OJHOMY TBOEMY IPOQHIIIO B CETH, a HE
KO BCEM;

4. Ecnmu TeOs B37IOMaIM, TO HEOOXOAMMO IMPENyNpeIuTh BCEX CBOMX 3HAKOMBIX,

KOTOpbIe J00aBJIEHbI Y T€0s B IPY3bsX, O TOM, UTO T€OS B3JIOMalIH U, BO3SMOXKHO, OT

TBOETO UMEHHU OY/IET pacChUIATHCS CIIaM M CCHUIKM Ha (DUIIIMHTOBBIEC CAMTHI,

VYcranoBu HanexHbIH maposib (PIN) Ha MoOuIBHEIN TenedoH;

OTKIIIOYM COXpaHEHue Maposst B Opaysepe;

7. He otkpbiBaii ¢ailnbl U Apyrue BIOXKEHHS B MUChMaxX JakKe €CJIM OHM MPHUILIH OT
TBOMX Jipy3el. Jlydiie yTouyHH y HUX, OTIIPABIISIIN JIM OHH TeOe 3TH (ailiibl.

o o

Lugpposas penymayus

[udposas permyramus - 3TO HEraTUBHAs WM MO3UTHBHAs WH(poOpManus B ceTu o Tebe.
Kommnpomerupytomas uHpopMaIus pa3MmelleHHass B UHTEPHETE MOXET CEepbe3HbIM 00pa3oM
OTpa3uThCs Ha TBOEH peanbHOU ku3HU. «ludpoBas penmyranus» - 370 TBOM UMMJIK, KOTOPBII
dbopmupyercs u3 uHpopMaluu o Tebe B UHTEPHETE.

TBoe MecTo KHUTCIILCTBA, yqe6L1, TBOC (bHHaHCOBOC ITOJIOKCHUC, 0COOEHHOCTH XapakKTepa
" pacCKa3bl O OJIM3KUX — BCE ATO HAKAIUIMBAETCS B CETH.

MHorue moJIpOoCTKH JIETKOMBICIEHHO OTHOCSTCA K IMyONHMKanuy JTUYHON MH(popManuu B
HHTrepHeTe, HE TOHMMAas BO3MOXHBIX IOCIEACTBUHN. ThI Jaxe HE CMOXKEIIb J0raJarbCs O TOM,
9yto oTrorpadusi, pazMeIieHHas 5 IeT Ha3zaj, cTaja IPUINHON 0TKa3a MPUHATH TeOs Ha paboTy.

KomMmenTapuu, pasmemenue TBoux (otorpaduii U apyrue JeMCTBUS MOTYT He
UCYE3HYTh JaXe II0CJIE€ TOro, Kak Thl MX YyAaJulb. Tbl HE 3Haellb, KTO COXPaHWI 3Ty
UH(pOPMALIKIO, NIONANa JIM OHA B MOMCKOBBIE CUCTEMbI M COXPAHMJIACH JIM OHA, a TJIaBHOE: 4TO
HNOIYMAIOT O TeOe OKpyXKarollee JI0U, KOTOopble HailnyT M yBuaAT 3to. Haiitu uHdopmanuio
MHOT'O JIET CIYCTS CMOXET JII000M — Kak M3 J0OpbIX MOOYXAEHUH, TaK U C HaMEpEHUEM
OPUYUHUTH Bpe. ITO MOKET OBITh KTO YTOJHO.

OcHOBHBIE COBETHI MO 3aIIuTe HU(PPOBOI penyTanuu:

1. Tlomymaii, mpexnae 4eMm 4TO-TO MyOJMKOBaTh U NepeAaBaTh y ceOs B Oiore Wiu B
COILIMAJIbHOM CeTH;

2. B HacTpoiikax mpoduiis yCTaHOBU OTPaHUYEHUS Ha IIPOCMOTP TBOETO MPOQHIIST U €T
COJIEPKUMOT 0, CHIEIIall €ro TOJIBKO UL APY3€En»;

3. He pa3memaii u He yka3biBail nH)OpMAIIHIO, KOTOPast MOKET KOTr0-TM00 OCKOPOIATH
WJIH OOVIKATh.

Aemopcxoe npaso

CoBpeMeHHbIE IIKOJBHUKA— AaKTUBHBIE IOJIb30BaTeIM LHU(POBOrO IMPOCTPAHCTBA.
OpnHako najgexko He BCE 3HAIOT, YTO MOJIb30BaHHE MHOTMMH BO3MOKHOCTSIMH IIU(GPOBOrO MUpa
TpeOyeT coOIoAeHNs TPaB Ha HHTEIUIEKTYalbHYI0 COOCTBEHHOCTbD.

TepMuH «MHTEUIEKTyaJdbHass COOCTBEHHOCTBY» OTHOCHTCS K Pa3IMYHBIM TBOPEHHSIM
YeJIOBEYECKOr0 yMa, HauMHas C HOBBIX M300pPETEHUN M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTD
Ha TPOAYKTHl W YCIyTM , W 3aKaHUYuMBas KHUTaMH, (oTorpadusimu, KUHOPWIBMaMH U
MY3BIKaJIbHBIMHU IIPOU3BEACHUSIMHU.


http://gimn-keg.ru/setevichok.htm
http://gimn-keg.ru/setevichok.htm

ABTOpCKHE TpaBa — 3TO MPaBa Ha MHTEIUICKTYAIbHYIO COOCTBEHHOCTh Ha MPOU3BEACHUS
HayKH, JINTEPATYPBI U UCKyCCTBA. ABTOPCKHUE IIpaBa BBICTYAIOT B KAYE€CTBE rapaHTUU TOT'O, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TPy aBTOpa He OyJeT HampacHbIM, AACT €My CIPaBEIMBBIC
BO3MOYKHOCTH 3apa00TaTh Ha pe3ysibTaTax CBOEro TPYAA, MOJIYYUTh U3BECTHOCTb U NPU3HAHUE.
Huxkro 6e3 pa3pemnieHust aBTopa He MOXKET BOCIIPOM3BOIUTH €r0 MPOU3BEICHUE, PACTIPOCTPAHSITD,
nyOoJIMYHO JI€MOHCTPUPOBATh, IPOAAaBaTh, HWMIOPTHPOBATH, IyCKaTb B IIPOKAaT, IYyOJUYHO
UCTIOJIHATH, IOKA3bIBATH/UCIIOIHATD B A(Hpe WK pazmeniaTs B IHTepHeTe.

Hcnonp30BaHue «IMPaTCKOT0» MPOrPaMMHOTO 00eCeueHHsI MOXKET MPUBECTH K MHOTHM
pHCKaM: OT MOTEpH [IAaHHBIX K TBOUM AaKKayHTaM J0 OJIOKHPOBKHM TBOErO YCTPOMCTBa, Ilie
YCTAHOBJICHHBII He JierajgbHas mporpamMma. He cTouT Takke 3a0bIBaTh, YTO CYIIECTBYET
JerajibHble U OecIIaTHbIE IPOrpaMMBbl, KOTOPbIE MOXKHO HAWTH B CETH.

O nopmane

CereBu4ok.p) — TBOH TJIaBHBII COBETYUK B CETH. 3/€Ch Thl MOXEIIb Yy3HATh O
0€30MacHOCTH B CETHU MOHSITHBIM U JOCTYIHBIM SI3BIKOM, a MPU BO3ZHUKHOBEHUU KPUTHYECKOM
CUTyalluu OoOpaTUThCS 32 COBETOM. A TakKe IMPHUHATH ydacTHe B KOHKYypcax M CTaTh CaMbIM
M (pPOBBIM rpaxTaHUHOM !
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IIpunoxenne Ne3.



